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Viruses and Worms

A computer virus attaches itself to a program or file
so it can spread from one computer to another,
leaving infections as it travels.

- attached to an executable file
- cannot be spread without a human action.

A worm is similar to a virus by its design, and is
considered to be a sub-class of a virus.

- ability to travel without any help

- takes advantage of file or information transport
features on your system.



Geographic Propagation
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System Model

* Fixed number of hosts N.
* Study the system using fluid differential equations.
- Valid because the number of hosts in the system is

usually large.

- Assume that the number of infected hosts in the

system when the patch is released is small as
compared to N.

- True of all attacks seen thus far.



Classical Epidemic Model

« N: Total hosts, I(t): Infected, S(t)=N-I(t): Susceptible.

+ Infected hosts select a victim at random, avg time
taken to infect a susceptible host is 1.

Number of in
hosts

G s -
1 j(v) (1 - Bt) Probability of finding
a susceptible host
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Fixed Number of Patch Servers

- P: patch servers,” patches per sec, P(t): patched

d P(t __ Rate of infection  Rate of patching
df( ) = vy P 4
dI(t) B
dt
N = S(t)+I(t) + Ptt

» Each patch server has fixed capacity
» Patching rate remains constant




Solving the Equations

» Patching is independent of infection.
¢ ( ) . 1 — (T) S / I(f):— (Tf)

- Second Order Bernoulli Differential equation, whose
solution is of form:




Closed Form Solution

* Solving the differential equation yields

(N—F—*y?t) (exp (t—%—”’fj\fz))

[(t) = :
exp( ———’th + C

where C' = (N — P)/I(0) € O(N) .

Nel
et—I—N/I(O) —1

» Similar to Logistic equation: I(t) =
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Results for Fixed Number of Patch Servers

* When does the infection hit is peak value?

- time of order ©(In N).
- Same as ho patching

- What is the number of infected hosts at this time?

- of order O(N).
- Same as ho patching

+ How long does it take to eliminate the worm?

- time of order O(N).
- Takes a long time to eliminate the worm

11



Number of Infected Hosts

2.5

Experiment

| .

___ Attack Phase :

. begins here: :

N ! )
......................... A S

RN : :

RN : :

A : :

A ! )

N : :
_______________ N
AN :

\ ;

LY :

RN .

N ;
________________________ B S

s ;

) ;

\

N

\

15 20 25 30

Time in Hours

12



Peer-to-Peer Patching

- Security ensured by checking a hash.

d P(t)

dt

d I(t)

dt

N

~/

_ T (S(t)+ I(t)) P(t)

= S(t)+ I(t) + }

Every patched host helps
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Solving the Equations

* Patching is independent of infection.

dt (1 N P(t)) I(t) = — N

+ Second Order Bernoulli Differential equation, whose
solution is of form:
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Closed Form Solution

1 Fe“ff 1 F P\

Effect of exponential patching shows up.
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Results

When does the infection hit it's peak value?
- time of order ©(In V).

What is the number of infected hosts at this time?

- of order O(N~) if Y>1, ©(N)else
- 7Y increased by throttling.

How long does it take to eliminate the worm?
- time of order ©(In V).
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Conclusion

Epidemic model paradigm for the spread of computer
worms.

Fluid model gives a tractable way of handling the
analysis.

* Quantitative results on performance of different
schemes.

Peer-to-peer patch dissemination is vastly superior to
fixed number of patch servers.
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Thank you!




